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Abstract- Kernel malwares can provide user level-malware 

characteristics with additional probabilities of hiding their malicious 

activities by altering the legitimate kernel behavior of an operating 

system. Many research proceeds on malware hooking behavior and 

defense and preventive actions for the same. Still, an automated 

analysis of the actual malicious goals and patching the behavior is 

not investigated properly. Hybrid Malware detect memory Mapped 

provides an optimized solution to analyze extract malicious behaviors 

from root kits and windows kernel-level code, including sensitive data 

access, modification and triggers. A new technique which provides a 

combination of backward slicing option to check the mapped 

memory by slicing step by step in the kernel level. It will identify 

the malware influenced sensitive data and possible solution for this 

problem. 
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1. INTRODUCTION 
 
The process of taking hardware and software preventative 

measures to protect the networking infrastructure from 

unauthorized access, modification, destruction, malfunction, 

misuse or improper disclosure. While, to perform a permitted 

critical function by computers, users and programs, thereby 

creating a secure plat form within a secure environment is 

called Network Security. A new technique  that  provides a  

mix  of  backward slicing  choice  to  check  the mapped  

memory by slicing step by step within the kernel level. It'll 

establish the malware influenced sensitive knowledge and 

doable resolution for this drawback. 

We introduce a narrative method for Fast SVM 

Training detection, called Fast SVM Training. It uses a 

Bayesian network to resolve the chance of two Fast SVM 

Training elements being duplicates, making an allowance for 

not only the information  within  the elements,  except  the 

way that information is ordered. It is analyzed in [2]. 

Malware observe memory Mapped provides an 

optimized answer to investigate extract malicious behaviors 

from root kits and windows kernel-level code as well as 

sensitive knowledge access, modification and triggers. A new 

technique that provides a mix of backward slicing choice to 

check the mapped memory by slicing step by step within the 

kernel level. It'll establish the malware influenced sensitive 

knowledge and potential answer for this drawback. 
 
[3] We suggest memory-side acceleration which 

incorporates of data perfecting techniques, and can be practical 

on top of computation-side quickening to speed up the 

Sequential Minimal Optimization data parsing. We put into 

practice a prefetch  on  an  display  place  in  an  effort  to 

appraise its execution  feasibility in  conditions of area and 

energy overhead. [4]At present, we can easily construct a better 

advanced duplicate detection solution, similar in the conditions 

of effectiveness and efficiency. 

The obtainable hardware services (kernel) are using the 

malware identification pattern to provide temporary protection 

to the system. In addition, to identify the malware and to clean 

up the worms and viruses. It matches with the existing system. 

Managed (New version of Microsoft Language like c#) and 

unmanaged code(Older version  of  Microsoft  Language  like 

VC++) in between the existing approach projects in the direction 

of memory performance check, memory management leaks and 

interoperability.  

 

The virtual operating system in which the system calls through 

the windows level coding raises the malicious malware 

specification and it matches up with the suspicious system raises 

with existing malicious activity. Memory leakage in the virtual 

machine is known as Memory mapping leaks. It leads to hold 

the files with incorrect usage of the application call for Kernal 

mode services. The drawbacks of the existing approaches are 

irregular memory wastage and improper properties of existing 

files while, accessing the VM access program. 

 

In  order  to  solve  the  problem  of  the existing 

system this project proclaims to propose an projected approach 

of how to find the malware Initiated  programs  and  stops  the  

malwares executing in the virtual machine. 
 
We observe in [5] that processing time increases considerably 

when the CPU load increases and then the line becomes quite 

flat. The Rake framework requires about more number of lines 

of code which the user might feel difficult. 

 

2. PROPOSED SYSTEM 
 
The detection of the malware in the virtual machine and leads to 

monitor with the malware detector is proposed in this approach. 

Memory management leaks, unmanaged code execution, 

Memory performance checks and listing down the malware by 

the involvement of Monitoring application execution. Then, fix 

it and implement over some test analysis like Malware bytes 

Anti- Malware (MBAM) scanner is projected in our proposed 

analysis. The vulnerable activity in kernel is detected by the 

Dynamic detection of malware activity in a virtual environment. 

Hence, it is aided with proof carrying through the injected 

malware code and memory leakage mechanism. The anti-

malware protection provides, to prevent the vulnerable 

malwares and to eradicate the Malware detector and malware 

monitor in the virtual machine. 

The interpreted virtual memory states and the interpreted 

virtual disk states are used to configure the Malware bytes 

anti-malware scanner algorithm. Then, it used to detect the 
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system’s malware and the affected files. The outside of the 

virtual machine is used to execute the instructions and the 

internal of the virtual machine is used to containing files to 

retrieve the improper execution. The virtual memory states 

and the virtual disk states are interpreting the introspection 

without annoying their execution and the virtual resources 

deducing guest functions based on non-intrusive virtual 

machine. 

 

Kernel malwares can provide the attacks within   the 

kernel. Kernel malwares are more difficult to detect and 

remove. Even a minor bug in kernel mode can cause kernel 

crash. The main objective of this paper is how to stop the 

malware that is currently executing in the virtual machine. 

This project stops two kinds of malware that is running 
 

1. Microsoft.exe 

2. Hit application 

 

3. ARCHITECTURE 
 
The following depicts the architecture of the proposed 

system, 

 

 
 

The architecture tells about that the virtual machine gets 

affected with the malware. Once the malware is injected into the 

kernel there are chances that the system gets slow or hanged so 

we will try to restart the system. Once the system is restarted 

the kernel will be loaded first that is nothing but called as the 

application call for kernel mode services and makes the 

malware to be executed in the virtual machine. The   presence   

of   malware   affects   the virtual machine and cause the 

memory to leak so there will be a wastage of memory. When 

we try to open a pdf file but if it opens in another format then it 

is called as improper properties of exe. These types of issues 

are also resolved in this project. Malware detector/monitorer 

w i l l  monitor  the  act ivi ties  o f  virtual machine in the main 

machine to stop the malware that is currently in an execution 

stage. 

The proposed architecture descr ibes the 

following modules: 

 
1. Malware creation: The malware creation will be taken  

place  in  the  virtual  machine  where  the process  of 

sophistication  malware will affect  the virtual  environment. 

The malware  created  in  the virtual machine will create 

improper properties of exe files,  memory leakages ,and other  

issues .In order to check  these malware issues , at  first  no 

analysis of the core file will be done. 

 
2. Main Machine app calling: The application program to 

request a service from the operating system is used in the 

mechanism i.e. system call. In this module, hardware device 

interacts with the operating system that allows by the malware 

program. The kernel takes responsibility for deciding many 

running programs in the main machine app calling module. 
 
3. Monitorer Invoke: User program running under guest OS 

will create issues in    kernel call instruction. When guest OS 

(virtual OS) returns from system call, the monitoring 

mechanism will be   done by t h e  virtual   memory 

m a n a g e m e n t  (VMM) to invoke the malware. In this 

module the subset facilities of the underlying machine will 

invoke and monitor the memory management with extra 

mechanisms implemented by the operating system. 

 
4. Memory leak checks: The memory leaks in virtual machine 

by the malware will be identified in   order to analyze the 

impact in the main machine. The memory leak check module 

will also identify the other malfunctionalities (improper file 

handling) that occur in the virtual environment. 
 
5. Memory Management Mapping: The existence of a 

Memory Management issue, where the control of kernel 

operations will be mapped up with the overall machine memory 

in order to optimize the use of RAM. Memory-mapped files 

are contained by the Memory Manager. If the data is not 

sought randomly, then the Memory-mapping can speed-up 

sequential file processing. In addition, it provides a mechanism 

for memory-sharing between processes. The part of the virtual 

machine monitors responsibilities are Scheduling of computing 

time and memory management.  

 

6. Patch   Applying: A small text document is called a 

Patch which contains a delta of changes between 

two different versions of a source. Patches are created 

with the `diff„ program in the kernel. In this patch 

applying module, the Patches for the kernel are   

generated   relative   to the   parent   directory holding 

the kernel source dir. 

 

7. Performance Evaluation: We will evaluate the 

performance of the     malware monitoring system. 

The performance evaluation module will eradicate the 

overall performance of the virtual machine and the 

main ma c h i n e  after the malware were fixed and 

rectified. 
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4. IMPLEMENTATION  
 

 
Fig.1 Registration  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig.2 Login  

 

 

 

 

 

 

 

 

 

 

 

Fig.3 Viewing the documents 

 

 
 

Fig.4 Showing system activities 

 
 

 
 

Fig.5 Monitoring VM activities 

 

 
 

Fig.6 Memory leakage 
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Fig.7 Data transfer rate 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig.8 Process data in virtual  machine by hit application 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig.9 Refresh the data 
 

 
 

Fig.10 After refreshing the data 

 

 

 
 

Fig.11 Memory management 
 

 

 
 

Fig.12 Listing the services 
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Fig.13 Open database 

 
 
 
 

 

 

 

 

 

 

 

 

 

 

 

Fig.14 Start Power Shell 

 

 

 
 

Fig.15 List the running process 
 
 
 

 
Fig.16 Stopping hit application 

 
 

 
Fig.17 Hit application is stopped 

 
 

 
Fig.18 Check the performance 
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5. CONCLUSION 
 
The system works by building a live kernel object map that 

can dependably observe information activity rootkit    attacks 

attributable to its un tampered view of kernel objects. The map 

is then employed in combination with an observation agent to 

trace operation patterns on kernel information objects. 

Supported   these   access   patterns;   we propose a 

replacement malware signature approach victimization 

consistent patterns specific to malware attacks. The anti-

malware protection provides, to prevent the vulnerable 

malwares and to eradicate the Malware detector and malware 

monitor in the virtual machine. 
 

We look upon mobile-phones implemented with state-

of-the-art sensors that torrent the data to   an integrated service 

for refinement. A fundamental mismatch with such 

networked stream-oriented applications in a Traditional 

operating system which is a  process-centric view. 

Traditional OS jobs to run user tasks not store and serve data. 

We proposed, the data-centric semantics of an application 

have a different approach that is exposed to the operating 

system. The application can simply declare its monitoring 

semantics by instantiating a Query File is allowed by our 

system that is called Data-centric OS. The application is no 

longer in the critical path of processing, filtering, or storing a 

network stream when an application has created a Query File. 

According to application semantics, the Query File System 

plays an active role in efficiently processing and storing a 

network stream. Hence, the Exposing application-level 

semantics to the OS, supports to filter irrelevant data early 

and actuate to user-space are made only for linguistic and 

meaningful data. Efficient process incoming network packets 

are used to set up by application-specific processing paths. 

According to application semantics and different operations, 

then the OS resources may be allocated and adapted with 

varying data rates in the same data can be centralized. 
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